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Digital Twin’s Definition & Pillars

A Digital Twin is a comprehensive software representation of an individual physical object. 

It includes the properties, conditions, relationships and behavior(s) of the real-life object 

through models and data. A Digital Twin is a set of realistic models that can digitalize an 

object’s behavior in the deployed environment. The Digital Twin represents and reflects its 

physical twin and remains its virtual counterpart across the object’s entire lifecycle.
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Digital Twin’s Pillars (and questions)
• Software:

• How can we design and structure DT’s code ?
• How can we deploy DTs ?
• How can we monitor DTs ?

• Physical & Digital Communications:
• How a DT can interact with the physical and

the digital layers ?

• Data Processing & Model:
• How can we define, update and execute the

DT’s model ?

• Cyber-Physical Life Cycle:
• How the DT evolve over time and with respect

to the physical and the digital worlds ?

• Description Language:
• How can we describe a DT through a uniform,

and interoperable representation ?
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Almost ”Everyone” is talking and building Digital Twin in their own way, with 
independent platforms and fragmented modelling … 

and counting ….

Digital Twins as a Massive Trending Topic
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The Current Digital Twin Ecosystem
• IMPORTANT: Existing Digital Twin platforms and solutions represent amazing contributions to the domain and a tremendous

effort toward a widespread experimentation and adoption -> But they are just the starting pointJ

• (Some of) Existing Issues:

• Mainly centralised/monolithic approaches where all DTs are aggregated and deployed in the same point (the Cloud)

• Digital Twins are mainly passive entities co-located at the same architectural layer of the platform itself and

subordinated to externalmodules to control their properties, data and behaviours

• Digital Twins are often “just” data structures that can be used to represent an application scenario without a model

and any active behaviour

• Platform Specific Digital Twin Description

• Proprietary vertical technology stacks which are built around a central point of control and which don’t always talk

to each other -> when they do talk to each other it requires per-vendor integrations to connect those systems

together

Digital Twins represent a “new” technology that needs a lot of work to be 
effective without fragmentation and the definition of a unified conceptual 

framework
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Digital Twin’s Abstraction
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Alessandro Ricci, Angelo Croatti, Stefano Mariani, Sara Montagna, and Marco Picone. 2021. Web of Digital Twins. ACM Trans. Internet Technol. Just 
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Digital Twin’s Life Cycle

Start StopUnBound

Error

Shadowed

Out
of

Sync

Done
Init Bind

Sync

Bound

Binding Error

Sync

Binding Error

Bind

Stop Dismiss

Dismiss

Binding Error

Digital
Twin
Model

Ph
ys

ic
al

 In
te

rfa
ce

ePA eDT

ei ei

Shadowing Interact

D
ig

ita
l I

nt
er

fa
ce

Physical Asset (PA) Applications
DT's

Capabilities
DT's

Capabilities
DT's

FuntionalitiesStorage &
History

Alessandro Ricci, Angelo Croatti, Stefano Mariani, Sara Montagna, and Marco Picone. 2021. Web of Digital Twins. ACM Trans. Internet Technol. Just 
Accepted (December 2021). https://doi.org/10.1145/3507909



Digital Twin Software Architecture

Paolo Bellavista, Nicola Bicocchi, Mattia Fogli, Carlo Giannelli, Marco Mamei, Marco Picone, Requirements and design patterns for adaptive, autonomous, 
and context-aware digital twins in industry 4.0 digital factories, Computers in Industry, Volume 149, 2023, 103918, ISSN 0166-3615

White Label Digital Twin Library
https://github.com/wldt

Marco Picone, Marco Mamei, Franco Zambonelli, WLDT: A general purpose library to build IoT digital twins, SoftwareX, Volume 13, 2021, 100661, ISSN 
2352-7110, https://doi.org/10.1016/j.softx.2021.100661.



Digital Twin & Distributed Software Environment
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Digital Twin & Distributed Software Environment

Introduced overhead in terms of CPU 
and Memory consumption with respect 

to a basic Kubernetes deployment 
during the phases of migration and 

rollback.

Received and transmitted KB by 
Kubernetes, Istio, Monitoring addons 

and DT applications during the phases 
of migration and rollback.

Paolo Bellavista, Nicola Bicocchi, Mattia Fogli, Carlo Giannelli, Marco Mamei, Marco Picone, Requirements and design patterns for adaptive, autonomous, 
and context-aware digital twins in industry 4.0 digital factories, Computers in Industry, Volume 149, 2023, 103918, ISSN 0166-3615



Digital Twins on the Edge ?

Marco Picone, Marco Mamei, and Franco Zambonelli. 2023. A Flexible and Modular Architecture for Edge Digital Twin: 
Implementation and Evaluation. ACM Transaction of Internet of Things 4, 1, Article 8 (February 2023), 32 pages. 
https://doi.org/10.1145/3573206
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Digital Twins on the Edge ?

Marco Picone, Marco Mamei, and Franco Zambonelli. 2023. A Flexible and Modular Architecture for Edge Digital Twin: Implementation and Evaluation. ACM 
Transaction of Internet of Things 4, 1, Article 8 (February 2023), 32 pages. https://doi.org/10.1145/3573206



Can we rely on Digital Twins ?

P. Bellavista, M. Fogli, C. Giannelli, M. Mamei, M. Picone, Measuring Digital Twin Entanglement in Industrial Internet of Things, IEEE International 
Conference on Communications (ICC), 28 May – 01 June 2023, Rome, Italy

DT
(t0)

PO
(t0)25 °C

25 °C DT
(t1)

PO
(t1)

DT has not received
the status update yet

12 °C

25 °C
DT
(t2)

PO
(t2)12 °C

12 °C

Is it entangled?
DTPO 1 update/minute

DTPO 100 updates/sec
Critical
Communication 
& Requirements

Uncritical
Communication
& Requirements

Example
Context: Network Delay = 1 Sec

Question: Is it a problem for an application observing and interacting with the DT ? 

Can we rely on traditional network metrics ? 
Do we need something more related to the cyber-physical relationship between the DT and the PO ?  



How can we measure the Entanglement ?

P. Bellavista, M. Fogli, C. Giannelli, M. Mamei, M. Picone, Measuring Digital Twin Entanglement in Industrial Internet of 
Things, IEEE International Conference on Communications (ICC), 28 May – 01 June 2023, Rome, Italy



Entanglement Measurement & Target Scenarios 

P. Bellavista, M. Fogli, C. Giannelli, M. Mamei, M. Picone, Measuring Digital Twin Entanglement in Industrial Internet of Things, IEEE International Conference on 
Communications (ICC), 28 May – 01 June 2023, Rome, Italy



Standardization Trend

The need for interoperability and 
standardization of Digital Twins through cross-

domain applications is becoming a 
fundamental enabler



Specialist Task Force Proposal - STF 628 
(Ref. Body TC SmartM2M) DIGITAL TWINS

https://portal.etsi.org/XTFs/#/xTF/628
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Build (Together) a Digital Twin Ecosystem

Envision a pervasive softwarisation of the physical world in terms of highly 
dynamic ecosystems of connected and interoperable DTs, across different

application domains and different network levels (from cloud to edge).

To make DTs a real opportunity we need a structured cross-field 
fertilization and collaboration (e.g., Software Engineering, Networking, 

Standardization Bodies, Companies, Universities … )  
Are you interested to 

collaborate on Digital Twins ? 
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